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“UccnepoBaHMs NOKa3bIBAOT, YTO KOMMaHUU

HAaCTOJ/IbKO 3aHATbl OTPAXKEHUEM BHELLIHUX YIpo3
6e30MacHOCTU, YTO KorJaa Aeno AoxXoauT

710 BHYTPEHHEN YTEUYKU MHDOPMALUM,

OHU HE MOTYT peLWnTb 3Ty 6oJiee WWHUPOKYLO Npobaemy.. .«

[otepa 6onee 20% KoHpMAEHUMAIbHOU MH(OPMaLMU
NPMBOAUT K BAHKPOTCTBY KOMMaHUM

60% WT-cneumanmcTtoB CYUTAOT OAHOM M3 KOYEBbLIX
Yyrpo3 COTpYAHMKOB KOMMaHMKM (rog Haszapg 44%)

63% HapylleHMM 6e30NacCHOCTH - YENOBEYECKME OLLUMOKM

McmouHuku: Computing Technology Industry Assn., 2003.
UT uccnedosaHusa 8 Benukobpumaruu.2006-7. —

UccnedosaHusa Cisco

\
Dl
’I

{

'“II l.~
)



N
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3agaun, pewaemblie Novell Identity Manager
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I'queMy HGOGXO,EIMMO NMCNOJIb30BAaTb
PoneBoe ynpasseHune?
YMeHbLUeHNe CTOMMOCTU yNpaB/ieHHUA YYETHbIMMU

3alMMCAMM.
- Bnageney pecypca yyacTByeT B pasrpaHMYeHMM NpaB A0CTyNa,
accoummupys nonb3oBaTenst C HEGObLLUMM KOJIMYECTBOM POJIEN,

CBSI3aHHbIX C HaBOpamMM pecypcoB
- ABTOMAaTM3aLMa CO3JaHMSA YYETHBIX 3aNMCEN, YCTPAHAOLWAA pyYHoe

Ay6nmnpoBaHMe AaHHbIX

NMoBblwWeHne 6e30nacHOCTU:
- Peanm3au,l49 NMPUHATbLIX MOJIMTUK 6e3OI'IaCHOCTl4
- I£||l/1HaMl/I‘-IeCKOe U3IMEHEHUE NpaB A0CTYra Npu MUSMEHEHNN CTATyCa
WM POJIM COTPYAHMKA B OpraHu3aumum

- MrHoBeHHas MKBMaauma npas AocTyna
- KapanMHanbHOE YMeHbLUEHUE BIMAHUA YeoBeYEeCKOro baktopa Ha

NpoLecc ynpaBieHUs AOCTYNamu
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DN1eMEeHTbl POJ1IEBOro yrnpaB/IieHUA AOCTYMNOM.
Role-Based Access Control

Ponawu

[lpaBa

AOCTynA

- Monb3oBaTenn accoUUMpyoTCa C OAHOM MM HECKOJIbKMMM
POJIIMM

- Posib cBSi3aHa C npaBaMM gocTyna

- [IpaBa NpeAoCTaBAAT N0/1b30BaTENAM AOCTYN K pecypcam,
TpebyemMbIM ANA BbINOJHEHMS BU3HEC-(DYHKLUMM U 3a4au

- Ponb — Habop 6u3Hec-pyHKUMM, 3a/1a4 M HEOBXOAUMbIX .
npaB AOCTyNa K pecypcam

'“Il Iy \
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”n‘g.!!:'



N
/locTynbl HA OCHOBE poJieM |

- PoneBoe HazHayeHMe MOXKET UMETb BPEMEHHOE
OrpaHUYeHUue

- OnMcaHMe KOH(MIMKTHbIX PoJEeM

- OTCnexXnBaHMe KOHMDMKTHbBIX CUTYaLUM

— M0JIb30BaT€J/ib UMEET BO3MOKHOCTb 3alpoCHhTb AOCTYI,
I'Ipe,D,OCTaBJ'IFIeMbIﬁ qyepes KOHCI)J'IMKTHyI'O POJib

- NpoBeJeHMe accoLMaLmUM Mo KOHMIMKTHBIM POISM Nnocie
NoATBEPXKAEHUA BNIaJe/bLia pecypca U npoLeaypbl COrnacoBaHUS

> BCerga ayampyercs
> BCErJa B OTYETAX BblJENAETCA KaK KOH(MJIMKTHOE Ha3HayYeHMe JocTyna

- KOH(P/IMKTHOE Ha3HayeHMe Bcerga Tpebyet BpeMEHHOro
OrpaHUYeHMS P



- /]
OnepaTMBHaA OTYETHOCTD "
- KTo accounmpoBaH C KOHKPETHOM POJIbo?
- KaKMMKU goctynamm (posidaMm) Nosib3yeTcs rnosib3oBartesb?
- Kakue y poam nogYMHEHHbIE POosin?
- ECTb I Y PO/ KOHPIMKTHbIE POJIN?
- TeKkyllee coCcToAHME KOHMJIMKTOB MO POJIAM?

- Y Koro B 6/mxKaulLee BpeMs 3aKaH4YMBaeTCa Nepmuoj
MCNONIb30BaHMUA A0CTYNa, NPEeAOCTAB/IIEMOro POJibto?

- Kakon poneBomn AOCTYn 3anpoLlleH KOHKPETHbIM
NoJib30BaTe/IEM?
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[ | Novell iManager = | M Role Assignment Attestation &3 ]
Request Role Asszignment Attestation Process

Request User Profile Attestation
Process

Request Scl Viclation
Aftestation Process

¥ Request Role Assignment
Aftestation Process

Request User Assignment
Aftestation Process

View Attestation Request Status

Submit a request for a new Role Assignment Attestation, re-launch an existing one, or save request details. (* - indicates required.)
@ Use a Saved Request
Selecied Process Requesi: Defauli

Enter a label and description for the attestation request. The Display Label appears in the My Tasks list, the list of saved requests, and other display lists asthe name of the attestation request.
The Request Description appears in the details on the View Aftestation Request Status page.

Display Label:* |HaaHaqune Panen - No yMonyYaHume

PP
Request Description: IHEJHEHEHHE poned - No yMonYaHuio E

Selectthe roles whose assignments will be verified during the attestation process.
Verify Assignments For™® i All Roles

e Select Roles

Select the users who will verify the data during the attestation process. When selecting group(s) and role(s), select whether all members must verify the data, or only a single member in each
group and role needs to verify the data to complete the process.

Attesters:™ User :I @

=]

« Ewvery member of the group(s) and role(s) selected must attest to the data.
& A single member of each group and role selected must attest to the data.

Deadline:* “ Specify Duration (Weeks, Days, Hours)
Duration:‘.l IWeeks :l (From Mow)
" Specify End Date
- Mo Expiration
Report Languages:™ I %
e
-
- Ly WML
= - WAL
- WAy
- -
.

(



CucTeMHble poaun ynpaBJsieHUA

* AAMMHUCTPATOP (Roles Module Administrator)
> MoNHbIM AOCTYN KO BCEM 3/1IeMEHTaM cmMcTembl RBPM

- MeHeaXXep (Roles Manager)
> CO3AaHME M MoaMMMKALMA POsielt, yripaBieHMe accoLmMaLmMamu

* AyaAUTOP (Roles Auditor)
> MPOCMOTP OTYETHOCTHU

- Opuruep 6e30nacHOCTU (Security Officer)
> CO3/laHME U yrNpaBaEHUE NpaBMIaMM 06pPabOTKU CUTYaLUM,

Ha3Ha4YeHUA KOHMIMKTHbIX PONEN
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KopnopaTuBHbIU CNpPaBOYHMUK

Novelle ldentity Manager

Welcome, Oner

Information Mag

OpranusaymoH

Welcome, Oner

Novells Identity Manager

Mo npodine

+ Mowek no C"P] +» OpraHMaaLMOHHAA CTPYKTYPa

Password Man
3abeITeie Napod]
YecTaHoBHKa No gy
MameHuTe napd
General

MpueeTCTEYEM

Information Management 23

Mo npodune
Mouck no cnpa
Password Mana

3abuiTole napo

Welcome, Enena

o

.

- ldentity Self-Service

Identity Self-Service

Lookup

Novelle Identity Manager

Requests & Approvals

Requests & Approvals

OpraHM3aLHOHHAA CTPTYHTYPa NPEANPHATHA

YetaHoeka nogy
MameHuTE Napd
General

MpueeTcTEYEM

Information Management P23

OpraHusayuoHHans cTpyKTypa

+ Mok npodikne

MeWck No cNpaBoYHWKY

Password Management
JabuiThle Naponm
YetaHoBKa nogckazok
MameHuTe napons
General

MpueeTcTEYEM

»

Identity Self-Service

Requests & Approvals

fAeTansHbii NnpocmoTp

EneHa CyHuuyR

-f Edit Your Information
’IESend Identity Infao

o Display Organization Chart

First Hame: EneHa

Last Hame: CYyHHYYK

Title: MeHegmep no padoTe C NapTHE pamK
Region: o uc 44

Email: OSynichuk@novell.com

Manager: Banepuid EnMzapees

Telephone Humber: 4940741

29 Axpapb 2006 .

Logout

Help

29 Aneape 2006 1.

logout  Help

29 AHBapb 2006 T
Logout  Help
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MeTakaTtanor ldentity Manager Ha 6a3e
Novell eDirectory
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cyb/
[pon3BOACTBEHHbIE Mail
NPUNOXKEHUA

B cpedHem 8 KomnaHuu om 5 9o 7 npusioxeHul, UucnoJib3yWuUx cO6CMBeHHble
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MexaHU3Mbl CUHXPOHM3AL N

Nowvell
eDirectory.

Server

Rules and Stylesheets

|dentity Manager

|

Remote™g DM

- Loader |} priver
Service Shim

her Chanh

G

Novell eDirectory Rules and Stylesheets

Application

Application
Server

5

Linux, Netware, Windows, Solaris

"“l Iy \
L}
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Database

IBM DB2

Informix

Microsoft SQL Server
MySQL

Oracle

Sybase

JDBC

Directories

Critical Path InJoin Directory
IBM Directory Server (SecureWay)
iPlanet Directory Server
Microsoft Active Directory
Microsoft Windows NT Domains
Netscape Directory Server

NIS, NIS +

Novell NDS, eDirectory

Oracle Internet Directory

Sun ONE Directory Server

LDAP

E-mail systems

Microsoft Exchange 2000, 2003
Microsoft Exchange 5.5

Novell GroupWise

Lotus Notes

Enterprise applications

Baan

J.D.Edwards

Lawson

Oracle

Peoplesoft

SAP HR

SAP R/3 4.6

SAP Enterprise Systems

SAP Web Application Server
(Web AS) 6.20

Siebel

Enterprise message bus
BEA

IBM Websphere MQ
Open JMS

Oracle

JBOSS

Sun

TIBCO

Mainframe
RACF
ACF2
Top Secret

5
[Nogpepr*Ka OorpoOMHOro KoJsimyectea CUCTEM

Midrange
0S/400 (AS/400)

Operating systems
Microsoft Windows NT 4.0
Microsoft Windows 2000/3
SUSE LINUX

Debian Linux

FreeBSD

Red Hat AS and ES

Red Hat Linux

HP-UX

IBM AIX

Solaris

UNIX Files - /etc/passwd

Other

Delimited Text

Remedy (for Help Desk)
SOAP

DSML

SPML

Schools Interoperability
Framework (SIF)

PBX g
Avaya PBX E -
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YnpasJ/ieHMe napoiamMu

Ha6op byHKUMU, CBA3AHHbIX C 6€30MaCHOCTbIO
napoJsieu:

» MonuTtrka naponen macwtaba BCEN CUCTEMBI

— YcTaHoBJ/IEHME NOJIUTUKU naponeﬁ KOTOpa“d 6y,u,eT MCrMoJib30BaTbCA B Ka)K,D,Oﬁ

13 NOAKIHOHYEHHbLIX CUCTEM

- Cnyk6a caMoobCy:KMBaHUA Naposien

— Wcnonb3yetca coTpyaHMKaMM 418 CaMOCTOSATEIbHOMO BOCCTAHOB/IEHUS
3a6bITbIX NAponen, c6poca Naponem U M3IMEHEHUS Naposien

- PacnpoctpaHeHume naponem
— Onpe,qeneHme CBA3aHHbIX CUCTEM, KOTOPbIE MNMOJyHaloT O6LLI,I/1€ napoJin
opraH13auuu, B COOTBETCTBUE C NOJIMTUKOMU naponel‘/'t

» /IBYXCTOPOHHSASA CMHXPOHM3aLMA Naposien
— YnpaBneHWe cob6CTBEHHOM CUCTEMOM NAPOJIEN B KAXK/A0M MOJAKIOYEHHOM
cucTeMe obecneymBaeT CoriacoBaHHOCTb
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MHCTpYMEHTapmn 1 NPOAYKTbI N
ANA yrnpaBJieHnsA

= [lpoekTpoBaHme - Designer for Identity Manager.

» AIMMHUCTPUPOBAHUE, YNpaBJAEHUE, MOHUTOPUHT

iManager.

= Ayaut - Novell Audit nan Sentinel.

[ T L Cmian . B b Vi Vs D s
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I'Ipoe|<T|4p03aH|4e MeTa-KaTaJiora N
Novell Identity Designer

= MogennpoBaHue

Pa3paboTKa, HaCTpoMKa NOJIUTHK
CUHXPOHM3ALUM

Dataflow Modeler

CpejacTBa B3aMMOJEMNCTBMA C
KaTaJioraMu

Otnagka v cumynauma

BctpoeHHbit XML/ XSLT peaaktop

MHCTPpYMEHTbI pa3BépTblBaHMA
S [MogpobHaa CnpaBKa

b osar | CpeacTtBa 4OKYMEHTUPOBAHMA

NPOEKTOB

Moaaeprxkka Windows u Linux

File Edit w Navigate Project Deploy Window Help

|ri- E B X ¢% (BB E|B|CC D [zoom [ Toml "

(A policy Set 8 72




N

OcHoBHble pepaktopbl IDM Designer

Pep,aKTop 3anpocoB corjlacosaHuA

- Mo3B0/IAET NPOBOAMTL BU3YAJIbHYHO

pa3paboTKy npoueayp COrJlacoBaHUs C
nocneyoLmM pa3BépTbiBaHUMEM Ha

cepsep IDM
Pepaktop dopm

- Mo3Bo/iAeT co3aaBaTb HECTAaHAAPTHbIE
bopMbl, UCMONb3yeMblE B NpoLeaypax

cornacoBaHuA :

Pep,aKTop la6,10HOB onoseuweHuA . e

- o3Bonset co3gaBatb TXT n HTML
LLIA6/I0HbI ONOBELLEHUA, UCMOJIb3YEMbIE

Ha CTaaAMAX npoueaypbl coriaCcoBaHUA




ABTOreHepauma AOKYMeHTaunu
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KoOHTpo/b co6bITMM yripaBaeHUSA

& Log Events

= BctpoeHHbIM Event-Log

= Novell Audit Starter Pack

= Novell Sentinel

Engine Events

[#]Engine Warmings

Status Events
|| 5uccess
[#]Errar
Operation Events
["]search
[ttty
[7] Add Assoastion
[ check Passmard

Sarbanes-Oxley Compliance Metrics (IT Controls)
SANENE S ATH

| | (an add)

Authentieabion Events by Asset

Ty ey

[

s s

Satnertioation Evants Trandmne by Ascat

ariid 5,

o Pasoward 5

[¥] Stop Driver

[ ratry
[ Fatal

[[]

[CJrename

[[Iremave Assaciation

[ check Obijsct Passwornd
[ custom Operatian
[Clremove tale

[ ]reset attribukes

[]clear 550 Crederitial 4,

[¥]Engine Errars

[#]warning
[liceher

[ Remoe

COmave:

[l uery Schema

] change Password

[T e attrbuts

[lrtergs Ertry

[ e Yakue (on modify) 6

[ la50Passplvase &

o EvelThs featirs recurec [darkity Manager versian 5.5 o later, |

ument

prira

Auiharization Eventc by Accet

s

At

erjuemst

Resal

Desaled:

[Input

[ placament

[ output Mapping
[Tl Griver Fiter

[ rigrate Requast

[ oubput

[ecreate
[Ittatehing

[CJusar Agent Raguest
I Passweed Sync

T
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©)sequriy
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CYICTEMHBIENPELOBAHVHES

Bap/aHTBINIBEIaBE
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NoppepxmnBaemble OC

32-6ut OC 32-6ut OC 64-6ut OC
OnepaunoHHasa cuctema Ha 32-6uTt Ha 64-6uT Ha 64-6uTt
Processor Processor Processor
NetWare 6.5 SP6 Oa Oa N/A
OES 2/1.0 sp2 (NetWare) Ja Ha N/A
Windows 2000 Server Ja Ja N/A
Windows Server 2003 [a Ja Pas:\f\’/g:’ dKoSynC
Red Hat Linux AS 3.0 Na Ja N/A
Red Hat Linux AS 4.0 Ja Oa Na
SLES 8 Na Ha Ha
SLES 9 JIE] Oa Ja
SLES 10 N/A Oa Oa
OES 2 /1.0 sp2 (Linux) Ha Ha N/A
Solaris 9 N/A N/A Ja
Solaris 10 N/A N/A Ja
AIX 5.2L N/A N/A Ja
AIX 5.3 N/A N/A Ja
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NMoppep:xuBaemMblie nnatopMbl N

User Application

* [Thatpopma OC
- OES 2 / 1.0 sp2

- SLES 9 sp2, SLES 10
- Windows 2003 sp1

- Solaris 10
 JBoss Application Server 4.2 (noctaBnseTcsi B KOMMNAEKTE),

IBM WebSphere 6.1
* MySQL 5.0.27 (noctaBnaetca B komnnekte), Oracle 9i
(9.2.0.1.4), Oracle 10g R2 (10.2.0.1.0), MS SQL 20055P1,

"“ll..
- :!l"

DB2 DV2 (9.1.0.0)
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[TlocTaB1SeMble KOMIMOHEHThI

Identity Manager 3.6
> Aapo Identity Manager (Engine)

> ba3oBbIM HABGOP MHTErPaLMOHHbIX MOAYNEN
(Windows, Directory, Email)

> Web-noptan ¢ pyHKUMOHANIbHOCTbH MHAOPMALMOHHOIO CNPaBOYHUKA,
CaMOOOCNYKMBAHUS

Roles Based Provisioning Module

> JlonosiHuTeNbHaA MyHKLUMOHaNbHOCTL Web-nopTana, aBToMaTM3MpytoLas
npoueaypbl COracoBaHMa A0CTyna

Integration Modules

> Habop KOHHEKTOPOB (ApalBEPOB) K APYrMM CMCTEMaM

[\ _
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Y10 06ecneunt ldentity Manager?

v be3 M3MEHEHMS CYLLLECTBYIOLMX MPUIOKEHMM
BO3MOXHOCTb LI€HTPA/IM30BAHHOI0 POJIEBOrO YrpaB/eHUS

No/sib30BaTe/IAMM B peasibHOM BpEMEHU
v Nonb3oBaTeNU M FPyNMbl Pa3/IMYHbIX CUCTEM BY YT
aBTOMaTUYECKM CMHXPOHU3MPOBATbCA
v [poLiecc 3aKa3a pecypcoB, PeXUM COrJlacoBaHMUA C
NeNErMpoBaHue NnosIHOMOYUM

v CMHXPOHM3aLMI0 Napoaen
- AByHanpasaeHHaAa ¢ AD, DomainNT, eDirectory, NIS+

v ABTOMaTM3aumIo 06CYKMBaHUA NapoOiA
v BO3MOXXHOCTb BbICTPOM pa3paboTKU M pa3BEPTbIBaHMSA

v AyanUT COBbITUM
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bniazooapto 3a sBHUMaHue!

KoHmaxkmesil:
(056) 745 01 77

(067) 630 07 93

e-mail:info@systemintegrator.com.ua
www.systemintegrator.com.ua
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